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About Me

PhD Student @ University of Paderborn
Distributed Embedded Systems Group

Work on GNU Radio OOT Modules

WiFi, ZigBee, RDS, WeatherSonde
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Reverse Engineering

Reverse engineering is taking apart an object to
see how it works in order to duplicate or
enhance the object. The practice, taken from
older industries, is now frequently used on
computer hardware and software.

Definition from whatis.com



Reverse

Engineering

" Frequency
* Modulation
= Bitrate

" Encoding

* Frame format




FCC Database B

Usually really helpful:




FCC Database B

Usually really helpful:

/Hella KGaA Hueck & Co. would like the following
documents regarding this submission for FCC ID:

NBG010180T to be kept confidential.

Block diagrams R
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= Easy

(in that case)




GR-Fosphor
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GR-Fosphor

= Visualization only
= Power spectrum

= \Waterfall

= Uses all samples

" Low duty-cycle

= Beautiful



File Tools

View Help
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Clol ¢

= Developed by Alexandru Csete

(OZ9AEC)
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pard)

= VVisualization

= Decoders

= Audio recording / streaming
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File Edit View Transport Tracks Generate Effect Analyze Help
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Click and drag to select audio

Selection Start:

O End (® Length

Audio Position:

[ Snap To (000,094,750 samples~ [000,006,054 samples~

000,000,000 samples~




Audacity

= Audio tool

= ... and a waveform explorer

[ l
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Baudline ﬁ:

0x8000 -90,31 dBm




Checklist

v Frequency: ~434.4 MHz
+ Modulation: On-Off Keying
v Encoding: Manchester

v Bit rate: ~1700 bit/s

v Start of frame pattern: 10101000

i
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ble Key Fob

Disassem
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Disassemble Key Fob

= Oscillator 13.575MHz

= 13.575 MHz / 8000 = 1697 Hz

= 13.575 MHz * 32 = 434.4 MHz
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GNURadio &

WX GUI FFT Sink
Title: Baseband
Sample Rate: 1M

opuomrs |
ID: rds_rx
Title: Stereo F...RDS Decoder
Generate Options: WX GUI

WX GUI Notebook
ID: nb
Tab Orientation: Top
Labels: ['BB', 'Demod',

Variable Variable Variable Grid Position: 2,0, 1, 2 :“erb;:"’gzg: 0 WX GUI Slider WX GUI Slider WX GUI Slider
ID: samp_rate ID: baseband rate 1D: freq_tune Variable Y ::". IE; ID: gain ID: freg 1D: volume
Value: 1M Value: 250k Value: 96.75M 1D: audio rate Ref Le;lel (dB): -30 Label: RF Gain Label: Freg Label: Volume
y - " Default Value: 20 Default Value: 97M Default Value: 0 WX GUI FFT Sink
Value: 48k Ref Scale (p2p): 2
Variable Variable FFT Size: 1.024k Minimum: 0 Minimum: 88.1M Minimum: -20 Title: FM Demod
Variable . . Maximum: 49.6 Maximum: 107.9M Maximum: 10 Sample Rate: 250k
= . ID: audio_decim_rate ID: bb_decim Refresh Rate: 15
ID: audio_decim Value: 56k - Value'_4 T O Converter: Float Converter: Float Converter: Float Baseband Freq: 0
Value: 5 ; ; = iy et Grid Position: 0,0, 1,1 | | Grid Position: 1,0, 1, 2 Grid Position: 0, 1, 1, 1 Y per Div: 10 dB
Import: math Notebook: nb, 0 Y Divs: 10

Freq Set Varname: None

UHD: USRP Source
Samp Rate (Sps): 1M
ChO: Center Freq (Hz): 96.75M
ChO: Gain (dB): 0

WX GUI Waterfall Sink
Title: Waterfall Plot
Sample Rate: 250k
Baseband Freq: 0

Ref Level (dB):
Ref Scale (p2p): 2
FFT Size: 1.024k
Refresh Rate: 15

Frequency Xlating FIR Filter
Decimation: 1
Taps: firdes.low_pass(1, s...

WBFM Receive
Q ure Rate: 1M _II_I

ChO: Antenna: TX/RX Center Frequency: 250k Audio Decimation: 4 Dynamic Range: 100 ’i‘ Note Average Alpha: 800m
mple Rate: 1M Reference Level: 0 : Note: L-R Notebook: nb, 1
RTL-SDR Source | Ref Scale (p2p): 2 H = Freq Set Varname: None
= ]
Sample Rate (sps): 1M 3 FFT Size: 512 = %'
ChO: Frequency (Hz): 96.75M T ; FFT Rate: 15 Note : B
ChO: Freq. Corr. (ppm): 0 3 § e Notebook: nb, 8 Note: Pilot [ EI
ChO: DC Offset Mode: Off '; S & Freq Set Varname: None 278
. . [ w ; 3 = “w
Variable CM. 1Q Bnlnnc:lMode Off E gl g § Declmatlrlg FIR Filter E é.v WX GUI FFT Sink
ID: xlate_bandwidth ELc L= ] xwn 38y s Jj] Decimation: 1 T E = Title: DSBSC Sub-carrier
- ChO: RF Gain (dB): 20 EC O 3 Note: L+R Taps: firdes.complex_band_... 8 2
Value: 100k e TSioE WX GUI FFT Sink i LR Sample Rate: 250k
D TopE 5 g ELS Title: L+R - Baseband Freq: 0
o . . o § LR Sample Rate: 50k 5 < PLL Ref Out Ll Y per Div: 10 dB
Ed28a3 Baseband Freq: 0 £ o Loop Bandwidth: 1m Y Divs: 10
ID: freq_offset Note: RDS Ll e W }[
Value: ESDk WX GUI FFT Sink Y per Div: 10 dB ™ § Max Freq: 482.549m Ref Level (dB): 0
3 Title: RDS Y Divs: 10 ™ - s' Min Freq: 472.496m Ref Scale (p2p): 2
Sample Rate: 48k Ref Level (dB): 0 E & % FFT Size: 1.024k
[ Freq: 0 Ref Scale (p2p): 2 ® 8 § Refresh Rate: 15
‘r Y per Div: 10 dB - FFT Size: 1.024k E g = Multipl Notebook: nb, 4
1 Y Divs: 10 3 Refresh Rate: 15 g § § ply Freq Set Varname: None
5 ° Ref Level (dB): 0 !| < T Notebook: nb, 2 =
g 3 Ref Scale (p2p): 2 g % Freq Set Varname: None L[_l
-g FFT Size: 1.024k @ g 1= o > WX GUI FFT Sink
@ Refresh Rate: 15 §, Rd 3 £ ;l‘- Title: LR
Notebook: nb, 5 § g 28 = A = Sample Rate: 250k
L] @ MPSK Recei
Freq Set Varname: None s 2 = € ., E. M:2 ecelver : = Baseband Freq: 0
=g~ 3238s° ‘ WX GUI Scope Sink | | £ Y per Div: 10 dB
BYEEESE ULSZEW Title: Scope Plot £ ¥ Divs: 10
Decimating FIR Filter c888a<2 Loop Bandwidth: 31.4159m posis 5 :
_[ it . Min Freg: -60m Sample Rate: 2.375k o Ref Level (dB): -50
e ——— I.ow a—1l0 - 'T ) |! — ” - V Scale: 400m WX GUI Scope Sink Ref Scale (p2p): 2
v x e S e sooy XY Mode: On Title: Pilot FFT Size: 1024k
Lo 23 e Galln e Notebook: nb, 7 Sample Rate: 250k Refresh Rate: 15
s g £ % e ———— 48: e '21 e Trigger Mode: Auto Notebook: nb, 3 Notebook: nb, 6
- H H o
§ : 2 ‘E" ‘: _,[ Multiply Const D bD Da g 50K = Galn‘:)mega' m Y Axis Label: Counts Trigger Mode: Auto Freq Set Varname: None
R Z33 H : Y Axi I: t:
; g r; g g a Constant: 31.6228 Taps: Omega Relative Limit: 5m 3 is Label: Counts
] E 5 -
Lde s e o] Y0 ‘: - S Keep 1in N Differential Decoder
g nary Siicer | N:2 i P modulus: 2
Rational Resampler Audio Sink E
Interpolation: 48k . E‘
e e Decimation: 50k Sample Rats: 15 8 RDS Parser RDS Decoder




GNURadio

Sample

Magnitude Normalize Resample
Source

osmocom Source
Sample Rate (sps): 1M
ChO: Frequency (Hz): 434.4M
ChO: Freq. Corr. (ppm): 0
Ch0: DC Offset Mode: Off

Complex to Mag l
ChO: 1Q Balance Mode: Off Polyphase Arbitrary Resampler
ChO: Gain Mode: Manual Moving Average I Resa.mpllng Rate: 16.9687m

ChO: RF Gain (dB): 2
Le h: 10k
ChO: IF Gain (dB): 0 not Number of Filters: 32

Scale: 100u
ChO: BB Gain (dB): 0 Max Iter: 4k Stop-band Attenuation: 100




GNURadio

Clock Recovery MM
Omega: 5

Gain Omega: 7.65625m

Mu: 500m

Gain Mu: 175m

Omega Relative Limit: 50m

SFD Decode Clock Filter

Parse
Search Recovery
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GNURadio &

1100101010101000011011101001111011001100011110101011101001110110
1100101010101000011011101001111011001100011110101011101001110110
1100101010101000011011101001111011001100011110101011101001110110
0011101010010010111111111011100101000001110010000101011010010100
0011101010010010111111111011100101000001110010000101011010010100
0011101010010010111111111011100101000001110010000101011010010100
1011100110101010111010001001111111001000001110011101101001010100
1011100110101010111010001001111111001000001110011101101001010100
1011100110101010111010001001111111001000001110011101101001010100

00101010 CLOSE
00101010 CLOSE
00101010 CLOSE
01000110 TRUNK
01000110 TRUNK
01000110 TRUNK
00011100 OPEN
00011100 OPEN
00011100 OPEN

\ A J

Y

Rolling Code

Y

Command
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Conclusion

= OQverview of tools / workflow

= Open Source

) http://github.com/bastibl/gr-keyfob/

= Study rolling codes

. s
Thanks to Freepik @ www.flaticon.com for beautiful icons. YES WE BBDE
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